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EXHIBIT “H” 
Additional Terms or Modifications 

Version 1.0a 
 

WHERAS, the DPA supplements Provider’s Standard Terms of Service and Privacy Policy, available for review at            
www.discoveryeducation.com/terms-and-conditions  and  www.discoveryeducation.com/privacy, respectively, 
(altogether the “Service Agreement”).  To the extent that any terms contained in the Service Agreement, or any 
terms contained in any other document(s) attached to and made part of the Service Agreement, conflict with the 
other terms of the DPA, the terms of the DPA shall apply and be given effect; and  
 
WHEREAS, LEA and Provider agree to modify the DPA pursuant to the terms and conditions in this Exhibit “H”.  
These additions shall be valid as if part of the original DPA. 
 
NOW, THEREFORE, the amendment(s) to the DPA are described and include only those listed below: 
 

(1) Article I: Purpose and Scope is amended to read, as follows: 
   

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect Student 
Data including compliance with all applicable federal, Illinois state, and local privacy laws, rules, and 
regulations, all as may be amended from time to time. In performing these services, the Provider shall be 
considered a School Official with a legitimate educational interest, and performing services otherwise 
provided by the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to 
its use of Student Data. 
 

(2) Article II: Data Ownership and Authorized Access is amended to read, as follows:   
 

1. Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall, at 
the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student- Generated 
Content to a separate account created by the student upon termination of the Service Agreement; 
provided, however, such transfer shall only apply to pupil generated content that is severable from the 
Service. 

 
5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions 

for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement, 
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms of 
this DPA. 

 
(3) Article III: Duties of LEA is amended to read, as follows:    
 

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of 
obtaining the Services in compliance with all applicable federal, Illinois state, and local privacy laws, 
rules, and regulations, all as may be amended from time to time. 

 
(4) Article IV: Duties of Provider is amended to read, as follows:   
 

1.  Privacy Compliance. The Provider shall comply with all applicable federal, Illinois state, and local laws, 
rules, and regulations pertaining to Student Data privacy and security, all as may be amended from time 
to time. 

 

http://www.discoveryeducation.com/terms-and-conditions
http://www.discoveryeducation.com/privacy
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3. Provider Employee Obligation. Provider shall require all of Provider’s employees and agents who have access 
to Student Data to comply with all applicable provisions of this DPA with respect to the Student Data shared 
under the Service Agreement. Provider agrees to require and maintain an appropriate confidentiality agreement 
from each employee or agent with access to Student Data pursuant to the Service Agreement. 
 
5. De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data and metadata. 
De-Identified Data and metadata may be used by the Provider for those purposes allowed under FERPA and 
the following purposes: 
(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2) 
research and development of the Provider's educational sites, services, or applications, and to demonstrate 
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning. 
Provider's use of De-Identified Data shall survive termination of this DPA or any request by LEA to return or 
destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de- identified Student Data 
to any party unless (a) that party agrees in writing not to attempt re-identification, and (b) prior written notice 
has been given to the LEA who has provided prior written consent for such transfer. Prior to publishing any 
document that names the LEA explicitly or indirectly, the Provider shall obtain the LEA’s written approval of 
the manner in which de-identified data is presented. 

 
6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism 
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the 
date of said request and according to a schedule and procedure as the Parties may reasonably agree. Upon 
termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all Student 
Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data shall not 
extend to Student Data that had been De-Identified or placed in a separate student account pursuant to 
section II 3. The LEA may employ a “Directive for Disposition of Data” form, a copy of which is attached 
hereto as Exhibit “D”. If the LEA and Provider employ Exhibit “D,” no further written request or notice is 
required on the part of either party prior to the disposition of Student Data described in Exhibit “D. 

 
(5) Article V: Data Provisions is amended to read, as follows: 
    

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request 
from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriate 
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that 
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of 
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal 
agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider 
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider’s 
facilities, staff, agents and LEA’s Student Data and all records pertaining to the Provider, LEA and delivery 
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA. 

 
3. Data Security. The Provider agrees to utilize industry standard administrative, physical, and technical 

safeguards designed to protect Student Data from unauthorized access, disclosure, acquisition, 
destruction, use, or modification. The Provider shall adhere to any applicable law relating to data security. 
The provider shall implement an adequate Cybersecurity Framework based on one of the nationally 
recognized standards set forth set forth in Exhibit “F”. Exclusions, variations, or exemptions to the 
identified Cybersecurity Framework must be detailed in an attachment to Exhibit “H”. Additionally, 
Provider may choose to further detail its security programs and measures that augment or are in addition 
to the Cybersecurity Framework in Exhibit “F”. Provider shall provide, in the Standard Schedule to the 
DPA, contact information of an employee who LEA may contact if there are any data security concerns or 
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questions. 
 

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data that 
compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the 
Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of the incident, 
unless notification within this time limit would disrupt investigation of the incident by law enforcement. 
In such an event, notification shall be made within a reasonable time after the incident. Provider shall 
follow the following process: 

 
(1) The security breach notification described above shall include, at a minimum, the following information 

to the extent known by the Provider and as it becomes available: 
 

i. The name and contact information of the reporting LEA subject to this section. 
ii. A list of the types of personal informationStudent Data that were or are 

reasonably believed to have been the subject of a breach. 
iii. If the information is possible to determine at the time the notice is provided, 

then either (1) the date of the breach, (2) the estimated date of the breach, or 
(3) the date range within which the breach occurred. The notification shall also 
include the date of the notice. 

iv. Whether the notification was delayed as a result of a law enforcement 
investigation, if that information is possible to determine at the time the notice 
is provided; and 

v. A general description of the breach incident, if that information is possible to 
determine at the time the notice is provided. 

 
(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach related to 

the Student Data, including, when appropriate or required, the required responsibilities and procedures for 
notification and mitigation of any such data breach. 

 

(3) Provider further acknowledges and agrees to have a written incident response plan that reflects best 
practices and is consistent with industry standards and federal and state law for responding to a data 
breach, breach of security, privacy incident or unauthorized acquisition or use of Student Data or any 
portion thereof, including personally identifiable information and agrees to provide LEA, upon request, 
with a summary of said written incident response plan. 

 

(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or guardians. 
 

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with 
LEA to the extent necessary to expeditiously secure Student Data. 

 
(6) Article VII: Miscellaneous is amended to read, as follows:   
 

1. Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written 

consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate 

this DPA and any service agreement or contract if the other party materially breaches any terms of this 

DPA, and such breach is not cured within 10 days after receipt of notice thereof from the breached party. 

 

3. Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with 

the privacy protections, including those found in FERPA and all applicable privacy statutes identified in 

this DPA. In the event there is conflict between the terms of the DPA and the Service Agreement, Terms 
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of Service, Privacy Policies, or with any other bid/RFP, license agreement, or writing, the terms of this DPA 

shall apply and take precedence. In the event of a conflict between Exhibit H, the SDPC Standard Clauses, 

and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms. 

Except as described in this paragraph herein, all other provisions of the Service Agreement shall remain in 

effect. 

 
1. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN 

ACCORDANCE WITH THE LAWS OF ILLINOISTHE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF 

LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO 

THE STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR 

RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY. 

 

2. Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider 

in the event of a merger, acquisition, consolidation or other business reorganization or sale of all or 

substantially all of the assets of such business. In the event that the Provider sells, merges, or otherwise 

disposes of its business to a successor during the term of this DPA, the Provider shall provide written 

notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such 

notice shall include a written, signed assurance that the successor will assume the obligations of the DPA 

and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority 

to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or 

otherwise disposing of its business. 
 
   
(7) Exhibit “C” Definitions is amended to read, as follows:   
 

Service Agreement: Refers to the Discovery Education Order Form, Contract, Purchase Order or Terms of Service or 
Terms of Use. 

 
Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users, 
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to, 
information in the student’s educational record or email, first and last name, birthdate, home or other physical 
address, telephone number, email address, or other information allowing physical or online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal 
records, medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations, 
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings, 
geolocation information, parents’ names, or any other information or identification number that would provide 
information about a specific student. Student Data includes Meta Data. Student Data further includes “personally 
identifiable information (PII),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student 
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and 
local laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be collected or processed by 
the Provider pursuant to the Services. Student Data shall not constitute that information that has been 
anonymized or de-identified, metadata, or anonymous usage data regarding a student’s use of Provider’s services. 

 
 
(8) Exhibit “G” Supplemental SDPC State Terms for Illinois is amended to read, as follows:   
 

4. Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any Third Party or 
affiliate, besides Subprocessors, without the express written permission of the LEA or pursuant to 
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court order, unless such disclosure is otherwise permitted under SOPPA, ISSRA, FERPA, and MHDDCA. 
In the event a Third Party, including law enforcement or a government entity, contacts the Provider 
with a request or subpoena for Student Data in the possession of the Provider, the Provider shall 
redirect the Third Party to seek the data directly from the LEA. In the event the Provider is compelled 
to produce Student Data to a Third Party in compliance with a court order, Provider shall notify the 
LEA at least five (5) school days in advance of the court ordered disclosure and, upon request, provide 
the LEA with a copy of the court order requiring such disclosure. 

 
10. Reimbursement of Expenses Associated with Security Breach. In the event of a Security Breach 
that is attributable to the Provider, the Provider shall reimburse and indemnify the LEA for 
reasonable any and all costs and expenses that the LEA incurs in investigating and remediating the 
Security Breach, to the extent the Security Breach arises out of or results from the performance of the 
contracted work between the LEA and the Provider, provided that any such costs and expenses are caused 
in whole or in part by any negligent act or omission of the Provider.  The reasonable costs and expenses 
includeing but not limited to costs and expenses associated with the following: 

 
a. Providing notification to the parents of those students whose Student Data was compromised by a 

security breach attributable to Provider’s negligent act or omission, and providing notification to 
regulatory agencies or other entities as required by law or contract; 
 

b. Providing credit monitoring for no more than one year, to those students whose Student Data was 
exposed in a manner during the Security Breach that a reasonable person would believe may impact 
the student’s credit or financial security; 
 

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the LEA as a result of the 
security breach are not included in  this reimbursement clause; and 

 

d. Providing any other notifications or fulfilling any other requirements adopted by the Illinois State 
Board of Education or under other State or federal laws. 

 
11.  Transfer or Deletion of Student Data. The Provider shall review, on an annual basiswhen the 
contract term of the underlying agreement has ended, whether the Student Data it has received 
pursuant to the DPA continues to be needed for the purpose(s) of the Service Agreement and this 
DPA. If any of the Student Data is no longer needed for purposes of the Service Agreement and this 
DPA, the Provider will provide written notice to the LEA as to what Student Data is no longer needed.  
The Provider will delete or transfer Student Data in readable form to the LEA, as directed by the LEA 
(which may be effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 
deletion or transfer of the Student Data and shall provide written confirmation to the LEA of such 
deletion or transfer.  Upon termination of the Service Agreement between the Provider and LEA, 
Provider shall conduct a final review of Student Data within 60 calendar days. 
 
 

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), that Student 
Data being held by the Provider be deleted, the LEA shall determine whether the requested deletion 
would violate State and/or federal records laws. In the event such deletion would not violate State or 
federal records laws, the LEA shall forward the request for deletion to the Provider. The Provider shall 
comply with the request and delete the Student Data within a reasonable time period after receiving 
the request. 

 
Any provision of Student Data to the LEA from the Provider shall be transmitted in a format Formatted: Not Highlight
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readable by the LEA. 

 

13. Subcontractors. By no later than (5) business days after the date of execution of the DPA, tThe 
Provider shall has provided the LEA below with a list of any subcontractors to whom Student Data 
may be disclosed or a link to a page on the Provider’s website that clearly lists any and all 
subcontractors to whom Student Data may be disclosed. This list shall, at a minimum, be updated and 
provided to the LEA by the beginning of each fiscal year (July 1) and at the beginning of each calendar 
year (January 1). 

 

https://www.discoveryeducation.com/data-%20protection-addendum/ 

 

   

 

 




